Abstract An area presenting new opportunities for both legitimate business, as well as criminal organizations, is Cloud computing. This work gives a strong background in current digital forensic science, as well as a basic understanding of the goal of Law Enforcement when conducting digital forensic investigations. These concepts are then applied to digital forensic investigation of cloud environments in both theory and practice, and supplemented with current literature on the subject. Finally, legal challenges with digital forensic investigations in cloud environments are discussed.
Ⅰ. Cloud Computing and Digital

Forensic Investigation
As more businesses and end-users adopt technologies that utilize cloud technologies [1] , criminals too begin to use and exploit such technologies. Because of the complexity in setup, usage, hosting and even location of cloud services, digital forensic investigation of such technologies can be challenging. A number of prior works have looked at the challenges of extracting digital evidence from cloud environments [2] [3] , in this work we will provide an overview of the state of Cloud investigation practice and theory and describe legal challenges that are commonly observed by Law Enforcement.
The job of police officers -digital forensic investigators -is normally to conduct an impartial investigation, and provide an unbiased report on the discovered facts -both inculpatory and exculpatorythat are relevant to the probandum. Discovered facts
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-34 -can be submitted as evidence, which are then tested by the courts to determine if the evidence is admissible.
Evidence from digital forensic investigations is considered scientific, like other forensic sciences, and therefore can be tested against the requirements for the admittance of scientific evidence. Assuming the evidence is admitted in court, a jury then compares the observed chain of events to the probandum, and guilt or innocence is determined.
Digital evidence is defined as "[i]nformation of
probative value that is stored or transmitted in binary form". [4] There are two states of data that digital forensic investigators must work with: live data and persistent (post-mortem) data. Live data is data in a system that is powered on (like in the case of Cloud hosts and instances), and is more prone to change.
Persistent data is data available when the system has been shut down. It must be said that all data has a degree of volatility, or susceptibility to change, and the speed in which data is likely to change, ordered from fastest to slowest, is known as the Order of Volatility (OoV).
Digital investigators must consider the implications of collecting each type of data, and be able to prioritize the data by the order of volatility. The order of volatility, and even availability of data, differs between a live system and an offline system. A number of prior works have discussed specific challenges with the collection, verification and preservation of digital evidence from Cloud environments. [5] [6] Sources of digital evidence are dependent on the current state of the suspect system. For example, if a suspect's system is live, data from RAM may be accessible. This data could possibly hold information that could be used as inculpatory or exculpatory evidence, but would not be available if the system was powered down. While computer systems are common sources of digital evidence, other digital devices, such as cellular phones, are becoming just, if not more, common.
Ⅱ. Digital Forensic Investigation in Cloud Environments
New concepts in cloud computing have created new challenges for security teams and researchers alike.
Cloud computing service and deployment models have a number of potential benefits for businesses and customers, but security and investigation challengessome inherited from 'traditional' computing, and some unique to cloud computing -create uncertainty and potential for abuse as cloud technologies proliferate.
Cloud Computing and Investigation Challenges
A 2013 survey [7] of 106 participants identified the main challenges of cloud investigation as: analyzing the images, the investigator may be able to determine that the images were, in fact, illegal. Other information, such as the recently opened files list, may be used to support that the suspect had knowledge of the images. However, if the suspect is using cloud-based storage, the images may not be stored locally. In this case, the investigator may be able to show that the suspect had knowledge of the images, but not whether the images were actually illegal. claims that cloud services may reduce the amount of direct evidence available on a suspect's dis k [8] , but sometimes provide more information about the user and cloud service that would help in acquiring a subpoena or warrant. As more data is stored in the cloud, and services reduce the client-side impact, fewer evidential traces may be found. Investigators physically accessing the CSP may also be more difficult, and may be impossible if the data is distributed over several geographic locations. [9] In traditional investigations, a computer or server may possibly be taken down, and its physical disks imaged.
Taking down production servers is increasingly rare for server environments since law enforcement may be liable for damages while the server is down. Taking servers down in a cloud environment may have an impact on many customers, creating more liability.
Further, data may be stored on virtual storage spanning multiple servers, or even geographic locations, meaning that hard disk acquisition may not be practical, or even produce the desired data. Liability and reconstruction of virtual storage in cloud environments from physical disk images remains a challenge.
Storage in the cloud is attractive to users because it is highly accessible and relatively inexpensive. As previously mentioned, the amount of data on personal hard drives is becoming too large for most law enforcement agencies to acquire and store all the data.
Cloud services, however, are currently offering Gigabytes of space for free with the option to pay for more storage. The amount of stored data could quickly add up across multiple cloud service offerings.
Resulting again in too much data for law enforcement to process and store.
Since acquisition of a whole physical disk may not be practical or possible, and the quantity of data may be too large to effectively process and store, selective Normally, attempting to access the data directly is preferred because it is much faster than making formal requests. Further, there is no guarantee that a CSP will comply with a request for data, especially if the CSP is outside of the jurisdiction of the investigator making the request.
Many times, however, the local device, such as the suspect's computer or phone will contain authentication data that may allow the investigator to access data stored on the cloud. There is also the possibility that the suspect willingly supplies such credentials. If the investigator can get access to suspect data stored in the Cloud, the cloud service will determine whether the investigator can use standard forensic acquisition tools (Dykstra and Sherman 2012). [10] For example, investigators may access cloud-based storage and attempt to acquire suspect data directly from the logical device. In many cases, an investigator may be forced to used the interface provided by the CSP. Forensic file copying is preferred over acquiring an image of the logical volume, even though investigators may not always understand when (and how) file content and meta-data are modified by the cloud service. Acquisition of a physical disk that is part of a cloud environment is rarely, if ever, done because of the size of physical and reconstructing data is not always feasible.
If the investigator cannot access the data directlyeither technically or legally -then participation from the Cloud Service Provider may be necessary. In this case, the type of data that the CSP can, or is willing to, provide the investigator will depend on a number of factors including the CSP's internal policies, jurisdiction and general attitude toward the investigator/case. If data is provided it could be anything from logs relating to the suspect to file content. Again, the type, quality and quantity of available data can vary greatly between CSP.
Opportunities for Digital Investigations in Cloud Environments
Ruan, Carthy et al. (2011) also identified a number of potential opportunities that cloud environments bring to digital forensic investigations. [11] The first is an improvement of cost effectiveness when implementing 'forensic services' on a large scale. In this case, it is assumed that forensic services that are processing-intensive can also using cloud infrastructure to deploy forensic services and offer such services to the masses.
The next opportunity is the possibility of a greater amount of data being made available to an investigator.
Multiple copies of data may be stored in a cloud Agreements; and forensic data collection.
Multiple Jurisdictions
Jurisdiction is a concern in cloud environments However, it is difficult for an investigator to get the authority to do so in another jurisdiction.
Service Level Agreements
The need for establishing Service Level Agreements (SLA) considering digital investigations and security in cloud environments has been widely discussed. In many of these works, the authors claim the SLA should, most of all, focus on who is responsible for which security/ investigation/ information sharing tasks, and when and how these tasks should be carried out. The SLA should also ensure that the CSP can comply with applicable regulations and industry standards. The customer should be made aware of which laws (which jurisdiction) govern the SLA.
Forensic Data Collection
Forensic data collection is another legal challenge relating to the acceptance of digital evidence in court.
An investigator should be able to verify the data they should be able to demonstrate that integrity has been maintained, but ultimately investigators, and the legal system in general, will have to accept some level of risk associated with CSP and their dependents providing data that will be used as evidence. there are still many questions. These questions will evolve as cloud computing continues to evolve, however, the legal challenges will largely remain the same. Namely, the question of jurisdiction and international cooperation.
